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A Company
Contract Compliance
Program

Why you need one
and how to
Implement it

very company that per-
forms contracts or sub- k
contracts for the federal
government needs to ask
itself whether it has an effec-
tive program to detect and prevent
any violation of laws or regulations in
its  operations. The recent
“criminalization” of the procurement
process means that any company,
whether it has five employees, 100 em-
ployees, or 1,000 employees, mayruna
substantial risk of criminal prosecu-
tion and possible debarment from gov-
ernment contracting as a result of the
way it bids and performs on govern-
ment contracts. An effective contract
compliance program is relatively inex-
pensive to implement, but can pay im-
portant dividends by helping avoid
problems before they arise. For con-
tractors, it is important to know how to
set up a compliance program that in-
cludes all of the elements that are es-
sential in today's contracting environ-
ment.
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Why CoMPLIANCE?

During the past 10 years, the entire
government procurement process has
been “criminalized.” From bidding and
award through claims and terminations,
what once was treated as only a con-
tractual dispute is now likely to be in-
vestigated and prosecuted as a viola-
tion of one of the many criminal laws
that apply to all government contracts.
Even where a dispute does not become
the basis for a criminal investigation,
the government will routinely stress
literal compliance in such important
areas as the disclosureof contract pric-
ing information, quality control, test-
ing and contract representations and
certifications. This emphasis on bhoth
criminal investigation and contract
compliance gives government contrac-
tors apowerfulincentiveto ensure that
their compliance and infernal control
systems are in-place and operating ef-
fectively.

The change during the past decade
has heen dramatic. In 1981, there were
15 statutory Inspectors General (“1G™)
in the federal government, each
charged with detecting and preventing
fraud, waste and abuse in government
contracts and programs. At that time,
the key personnel within the 1G offices
tended to work separately ~ the audi-
tors audited and the investigators in-
vestigated. Coordination was a sought-
after goal, not areality. In addition, the
Governmental Auditing Standards pro-
mulgated by the Comptroller General
of the United States, which guided all

Continued on next page

%

.

POTENTIAL PITFALLS

Inspectors Generals and prosecutors use a wide variety of laws in
their pursuit of government contractors. Among the favorites are laws

against;
o Criminal false statements - prohibiting anyone from know-
ingly and willlully falsifying, concealing or covering up a mate-
rial fact by any trick, scheme or device, or making or using any false,
fictitious or fraudulent statement, representation, false writing or
document, in any matter within the jurisdiction of any U.S. Govern-
ment agency. Penalties: imprisonment up to five years and a fine up to
$10,000 for each false statement,

Criminal false claims - prohibiting anyone from making or

presenting to the U.S. government any claim against the United
States, knowing such claim to be false, fictitious or fraudulent. Proof
heyond a reasonable doubt is required. Penalties: imprisonment up to
five years and a fine up to $10.000 for each false claim,

Civil false claims - prohibiting anyone from knowingly pre-

senting to the U.S. Government a false or fraudulent claim for
payment. Proof by a preponderance of the evidence is required — a
lesser standard than the proof beyond a reasonable doubt needed to
prove a criminal false claim. Penalties: For each [alse claim, a fine of
between 8§5,000 and $10,000 plus three times the amount of loss
sustained by the Government. Civil false claim actions often follow a
criminal false statement or false claims conviction, and thereby sub-

stantially increase the penalties.
o Mail and wire fraud - prohibiting anyone from using the mail
or the wires, radio or TV to execute a scheme or artifice to
defraud, or to obtain money or property by means of false or fraudu-
lent pretenses. Penalties: Imprisonment up to five years and a fine of
up to $1,000 for each fraudulent use of the mail or wires.
e Conspiracy - prohibiting two or more persons from conspiring
either to commit any offense against the United States or to
defraud the United States in any manner, where one person takes at

least one overt act in furtherance of the conspiracy. Penalties: Impris-
onment up to five years and a fine of up to $10,000.

Investigators and prosecutors often charge violations of several
ditferent laws for any given scheme perpetrated by a government
contractor. For example, if two persons conspire to submit a false
progress payment, and the voucher for the payment is sent through
the mails, the government could charge mail fraud. a criminal false
statement or a false claim, and conspiracy. Once there is a criminal
conviction, the government could seek substantial damages by charg-
ing a civil false claim.

Richard D. Lieberman
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Successful Prosecutions

ment and suspension from federal contracting is shown on the table

1981 1985 1990
Defense 717 1,509
Education 28 159 205
Health and Human
Services 106 1,005 1,310
All Agencies 1,059 3,950 5,465
Investigative
Recoveries -
All Agencies $36 mil $228 mil $754 mil
Debarment,
suspensions &
exclusions from gov’t
contracting -
All Agencies 502 1,446 3,228
(1982}

Continued from previous page

governmental auditors, did not require
that auditors report instances of sus-
pected fraud to the criminal investiga-
tors within their own offices. In 1981,
all of the IGs had only about 5,131 per-
sonnel, annually accounted for only
1,059 criminal convictions, and caused
fewer than 500 individuals and con-
tractors to be suspended or debarred
from government contracting.

During the past decade, Congress
extended the IG concept to 60 govern-
ment departments and agencies, the
auditors and investigators learned how
to work together to detect and jinvesti-
gate fraud, and the standards for audi-
tors reguired that suspected fraud or
illegal acts be reported promptly to
investigative authorities. As a result,
the 1Gs in the federal government now
have over 34,000 auditors, investiga-

tors and inspectors, all of whom are
charged with ferreting out fraud, and
all of whom now generally work in har-
moeny. This substantial force of over-
sight personnel includes more than
5,500 contract auditors in the Defense
Contract Audit Agency (“DCAA"), an
organization devoted exclusively to
auditing government contractors.
DCAA performs contract audits for all
agencies inthe Department of Defense,
and for 46 other departments and agen-
cies. (A better name for DCAA is Gouv-
ernment Contract Audit Agency).
DCAA’s manual is replete with instruc-
tions on the need for contractor com-
pliance, and explicit in its direction
that any fraud suspected by the audi-
tors must be reported promptly to an
approptiate investigative unit. During
the past five years, DCAA was a fre-
quent source of referrals that eventu-
ally turned into criminal prosecutions.

I
THE CRIMINALIZATION OF THE
PROCUREMENT PROCESS

The dramatic success of the Inspectors General during the past decade
in criminal prosecutions, investigative recoveries and exclusion, debar-

WHEN CompLIANCE Falls

By 1990, the 1Gs were responsible
for 5,465 convictions and 3,228 suspen-
sions and debarments — a nearly five-
fold increase in convictions and six-
fold increase in debarments and sus-
pensions during the past decade. The
convictions included false statements
en claims, invoices, test results and
certifications provided to the govern-
ment, bid rigging and collusion, con-
spiracyto defraud the government, mail
and wire fraud, theft and conversion of
government property, bribery, and con-
spiracy. Although the news media have
focused on the prosecution of the large
government contractors, the statistics
for the Department of Defense alone
reveal that more than six tirnes as many
smalland medium size companies were
indicted and convicted in 1991 for con-
tractual violations as large companies.

The improper conduct of govern-
ment contractors included such mat-
ters as the “padding” of invoices and
requests for payments from the gov-
ernment, the falsification of test re-
sults (inflating a test score or not test-
ing at all}, the mismarking of employee
time cards and “kicking back”™ money
toabuyerinorderto getasubcontract.
Convictions are frequently based on
the failure of a company to disclose
information to the government that it
is required by law to disclose.

Often, 1G investigations led to crimi-
nal prosecution and conviction, includ-
ing fines and possible jail sentences,
and eventual debarment from receiv-
ing government contracts. Even if an
employee perpetrated the crime with-
out the knowledge of management, the
company was generally held respon-
sible and the penalties were often ap-
plied to the company as well.

Two other factors in the govern-
ment contracting equation have made
the situation even more difficult for
contractors. The first was the prolif-
eration of procurement laws and regu-
lations that occurred during the past
decade. In 1988 alone, the Congress
passed eight statutes embodying
roughly 60 separate provisions affected
the procurement process. Between
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1984 and 1990, the government’s pro-
curement regulatory scheme, known
as the “Federal Acquisition Regulation,”
grew by 43 percent inactual page count
—increasing from 3,416 pages to 4,900
pages in the Federal Register. Every
time there is a significant change in
statute or regulation, government con-
tractors have a bigger compliance job
on their hands.

The other significant factor in the
government procurement equation is
the new Sentencing Guidelines for Or-
ganizations, which affect all crimes
occurring after November 1, 1991. The
new Guidelines were designed to pro-
vide a powerful incentive for organiza-
tions to maintain effective company
compliance programs. Organizations
sentenced for crimes under the new
Guidelines will face criminal fines that
are likely to be four times higher than
the pre-Guidelines fines. (Companies
and corporations cannot be jailed, so
the criminal punishment is normally a
fine).

The emphasis in the new Guide-
lines on compliance programs Is so
significant that a company can reduce
its fine by as much as 85 percent, if it
has an effective compliance program
similar to the one described in this
article. An effective company contract
compliance program is the modern
equivalent of the old adage “an ounce
of preventionis worth a pound of cure”
and can pay dividends by preventing
improper actions, or by helping to mini-
mize the adverse consequences even if
those actions are not detected in time.

UNDERLYING OBJECTIVES OF A
Company ComPLIANCE PROGRAM

Before implementing a compliance
program, a company should under-
stand the objectives which generally
underlie such a program. These nor-
mally inctude the following:

* To promote employee compliance
with all laws, regulations, standards
of conduct and company policies.

* To provide an effective early warn-
ing system for management of pos-
sible trouble areas, and to insulate
the company and its top manage-
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Contract Compliance

ment from liability, if possible, in the
event some type of violation occurs.

» To create tangible evidence of a
company’s anti-fraud, pro-compli-
ance commitment through internal
control systems and procedures.
{This will be helpful in demonstrat-
ing to the Government that the com-
pany has implemented an effective
compliance program, and that the
company is eligible for the reduction
in fines set forth in the Sentencing
Guidelines for Organizations.)

» To permit the company to detect
and correct areas of noncompliance.

¢ Toreduce the likelihood of the com-
pany being suspended or debarred.
(The Federal Acquisition Regulation,
like the Sentencing Guidelines, en-
courages companies to implement
compliance programs, and specifi-
cally requires that government offi-
cials consider such programs when
deciding whether or not to debar a
government ¢ontractor from receiv-
ing new contracts.)

¢ Toimprove operational management
by implementing the various inter-
nal control mechanisms that a com-
piiance program provides.

An eflective compliance program
should be able to meet all of these
underlying objectives.

Tre NIne EsseEnTiAL ELEMENTS
oF AN ErrecTive CompANY
CompuANCE ProGRAM

A compliance program, which is
usually implemented with the assis-
tance of an atforney, begins with a
“baseline review” of the business, evalu-
ating its operations and potentially
vulnerable areas. A good baseline re-
view includes interviews of key em-
ployee personnel and considers the
size of the organization, the nature of
its business, its previous history of
problems or noncompliance, its man-
agement structure and its specialized
areas of government contracting. The
baseline review also examines the edu-
cation and training levels of company
employees, their compensation (e.g.,
fixed salaries, profit-sharing, commis-
sions, ete.), and the company account-

e

ing systems and various internal con-
trols already in existence.

When the baseline review is com-
pleted, the company should haveaclear
understanding of potential problem
areas—places wherethe company might
be vulnerable to noncompliance or
fraudulent activities — and where the
emphasis in the compliance program
should be placed.

A compliance program should in-
clude nine basic elements:

1. An ethics code which sets forth
the company's commitment to hon-
esty and integrity, and advises em-
ployees ofthe various areas in which
they may encounter problems. The
code normally sets forth or refer-
ences all of the other aspects of the
company’s compliance program, so
that employees know exactly what
is expected of them.

2. Amraining program which communi-
cates the ethics code to all employ-
ees. The compliance program can-
not succeed unless employees have
read and can understand it.

3. Acompliance official who is person-
ally responsible for operating the
compliance program, evenif he/she
has other duties. Successfu! man-
agement of the compliance program
should beat least one element inthe
employee’s annual performance ap-
praisal and bonus evaluation.

4. Careful discretion tn the delegation

of authority to ensure that only reli-
ableemployees are given significant
responsibilities for programs and
contracts. The company’s person-
nel system should scrutinize the
background of all potential employ-
ees. If the company hires someone
who has had some past problems,
such as instances of dishonesty or
disciplinaryaction taken against him
or her, it is imperative that such a
person not be delegated duties
which could be abused, or that ef-
fective internal controls and proper
supervision be exercised over that
particular employee.

5. A company hotiine or similar mecha-

Continued on nexi page
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nism s¢ that employees can anony-
mously report suspected wrongdo-
ing without fear of reprisal. A good
hotline serves as a pressure relief
valve for employees, alerting man-
agement not only to allegations of
fraud, but to general employee
“gripes” as well.

6. Internat reviews of how well the pro-
gram is operating (sometimes per-
formed by CPA’s or other consult-
ants). These reviews should system-
atically cover all major areas of com-
pany operations, including purchas-
ing, quality control, estimating and
bidding procedures, etc. The re-
views need not be made every year,
but could be accomplished, for ex-
ample, on a two-year cycle.

7. A willingness to have the company
report wrongdoing to the govern-
ment, an agreement to cooperate
with the government, and an accep-
tance of the company's responsibil-
ity for its actions. The Department
of Defense, for example, has a “Vol-
untary Disclosure” program to
which over 100 companies have dis-
closed serious wrongdoing. Volun-
tary disclosure decreases the likeli-
hood that a contractor will be pros-
ecuted. Although more than $135
million in damages have been re-
covered bythe government through
this program, only three contrac-
tors were prosecuted and convicted,
and only one company was debarred
from contracting. Disclosure and co-
operation with the government are
carefully considered by prosecutors
when assessing whether to bring
charges against the company.

8. Effective discipline when employees
violate the ethics code. Generally,
ethics codes mandate that disciplin-
ary action be taken with appropri-
ate compassion and understanding
for employees. Because employee
discipline serves both to deter and
punish crimes and wrongdoing, ac-
countability is an essential element
of any eifective compliance pro-
gram.

9. Corrective actions by the company

I
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when problems are discovered.
These include more than just disci-
plinary actions for employees and
encompass changes in company
policies, procedures and internal
controlsinorder tocorrect systemic
weaknesses.

PracricaL Tips

A company’s code of ethics should
be brief and should stress the need for
integrity in key company business ar-
eas. Many companies are able to use
similar ethics codes, differing only as
required for the special nature of the
company’s business. Every employee
should receive a personal copy of the
ethics code, and berequired to acknowl-
edge in writing that he or she has read
and understood the code.

Employee training is essential to
communicate the ethics code. Every
employee involved in the government
contracting process should be trained
when the codeis putinplace, and every
new employee should be trained shortly
after being hired. At least one session of
refresherethics training should be given
to each employee annually. Training
sessions should also be informal and
cover likely problem areas in an infor-
mative way. Companies should use au-
dio-visual training aids such as video-
taped case studies, orinteractive train-
ing sessions so as to maintaiuemployee
interest and get the message across.

A company should have a compli-
ance official with primary responsibil-
ity for implementing the company com-
pliance program. This may be a full
time job, or more likely, an additional
duty for the company’'s Personnel Di-
rector or Quality Assurance Director.
The compliance official should conduct
preliminary inquiries when there are
problems, request counsel to conduct
investigations and report on compli-
ance activities to management. The
company’s General Counsel should not
be assigned as the ethics official be-
cause it is not necessary to have an
attorney serve in this capacity, and fur-
thermore, the General Counsel may be
needed to supervise or conduct investi-
gations requested by the ethics official.

The compliance official should also

operate a hotline mechanism which
can be a live person, a “mail drop” for
problems, or a telephone line that sim-
ply receives recorded messages. How-
ever, all credible reports of possible
wrongdoing should be investigated by
the ethics official, reported to manage-
ment, if appropriate, and corrected if
warranted. Any internal company in-
vestigation must be thorough, and
should be conducted by an attorney or
with the help of an attorney (either in-
house or outside the company) if there
appears to be any criminal violation.

Finally, every contractor should
have an appropriate records manage-
ment program whereby it retains
records for the length of time specified
by law or regulation. Records needed
for any internal or government investi-
gation should not be destroyed until
the matter is concluded.

SUMMARY

With the recent “criminalization” of
government procurement, what for-
merly was a mere contractual dispute
is likely toresultin acriminal investiga-
tion by one of the Inspectors General,
and may result in civil or criminal pros-
ecution and debarment from govern-
ment contracting. Every company that
performs federal government contracts
shouid havesometype of contract com-
pliance program in place to prevent
and detect any viclation of laws or regu-
lations.

A company <an establish a compli-
ance program that begins with an eth-
ics code and inciudes the nine essen-
tial elements outlined above to let em-
ployees know what is expected'of them
and toincrease thelikelihood that they
will do what is expected and that top
management will discover potential
violations of laws or regulations well
before they become serious problems.

RichardD. Lieberman, Esq. concentrates
on Government contracts and coniract
compliance matters. He is a Partner in
the Washington, D.C. law firm of Sullivan
& Worcester.

Note- This ariicle does not constulute legef advice as to any
particualor transoction.
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